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Chair’s Column
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Washington, DC

W elcome to the Fraud and Abuse Practice Group’s (F&A PG’s) 
first newsletter of 2015. Although our PG has been very busy 
with a number of projects, this is our first newsletter of the 

2014-2015 term. So it seems like an opportune time to introduce our 
PG’s leadership. 

This is my first year as chair of the F&A PG, although I served as a vice 
chair for five years leading up to this role. I assumed the chair position 
in late June from my predecessor, Mark A. Bonanno, who did a terrific 
job leading our PG for the prior three years. During his tenure, Mark 
ensured that the PG maintained high quality on a number of ongoing 
processes, such as the Advisory Opinions Task Force (Advisory Opin-
ions TF) and the Enforcement Committee, both of which issue email 
alerts throughout the calendar year to our PG members. Mark’s true 
legacy, however, is the constant emphasis on providing more value to 
F&A PG members. Under that mantra, we began a number of new 
projects during Mark’s leadership, including issuing this newsletter 
several times a year, creating and making available online the Stark 
Law Toolkit, establishing a new Compliance Committee, and a number 
of other initiatives, the fruits of which only now are becoming visible 
(such as our Anti-Kickback Statute Toolkit, which is in development). 
I plan to continue that focus for the remaining two-and-a-half years of 
my term as chair.

But back to our current leadership. Joseph M. Kahn is new to the vice 
chair position this year, after serving as a lead coordinator on various 
projects over the last two years. He is responsible for publications, and, 
as such, he puts together this newsletter a couple of times a year; oversees 
the Enforcement Committee, the Compliance Committee, and the Advi-
sory Opinions TF, all of which issue email alerts on relevant and timely 
topics throughout the year; and oversees the writing and issuance of 
lengthier, less time-sensitive Executive Summaries and Member Briefings.

Carol A. Poindexter is serving as a vice chair of the F&A PG for her 
fifth year now, and brings to her position over at strategic activities a 
wealth of experience with the PG as well as a strong history of innova-
tion. In the past, whenever we needed someone to take a half-formed 
idea, fill it out, and run with it, Carol met the challenge. This year she 
will once again fill that role by working to put together a Self-Disclo-

https://www.healthlawyers.org/Members/PracticeGroups/FA/Toolkits/Pages/StarkLawToolkit.aspx
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sure Toolkit, as well as lending her capable assistance to 
other vice chairs who are working to develop new projects. 

Heather M. O’Shea also is a veteran of our PG and is 
heading up membership this year. Heather helps us keep in 
touch with our members by tracking new volunteers (and 
we are blessed with many!) and helping us connect them 
to PG project needs, by helping us reach new categories of 
potential members, and by tracking and connecting with 
members whose membership is up for renewal or recently 
has lapsed. Heather also will be working with Carol to 
develop a protocol for continually updating our 50-State 
Fraud and Abuse Survey database, one of the PG’s most 
established, and still one of the most valuable, member 
benefits.

This year, our PG’s new vice chair of educational programs 
is Kevin E. Raphael, who, along with Joe, is a rookie 
vice chair but joins us after a couple of years of making 
significant contributions as a lead coordinator. Kevin is 
responsible for planning and coordinating with speakers 
for the PG’s semi-annual luncheons at the Annual Meeting 
and at the Fraud and Compliance Forum—in fact, he 
currently is in the process of finalizing speakers for the 
PG’s luncheon at the Annual Meeting. Kevin also is taking 
the lead on developing a new approach, using AHLA’s new 
webinar platform, to creating more interactive, advance-
level webinars for our PG members. For those who missed 
the beginner-level Bootcamp Webinar Series that the F&A 
PG sponsored the last few years—we will provide it again 
in coming years. (In the meantime, the recordings for those 
past webinars are now available.)

Gary W. Herschman is in his second year as a vice chair in 
the PG, and is responsible for research and website issues. 
In that role, he has primary responsibility for reviewing 
the new AHLA web platform and making suggestions on 
behalf of the F&A PG with regard to what changes and 
improvements would be helpful. He also is working with 
Carol to obtain and make available to our members more 
useful information about the settlements of matters under 
CMS’ Self-Referral Disclosure Protocol.

And finally, AHLA has created a new position for the 
PGs and TFs this year, social media coordinator. Alex T. 
Krouse already had been assisting the PG with its Twitter 
committee, so we asked him to become the PG’s inaugural 
social media coordinator. He is responsible for coordi-
nating with the PG’s other Twitter volunteers to make 
sure the PG maintains constant visibility on Twitter, which 
includes covering some of AHLA’s in-person programs. 
Alex’s and other volunteers’ efforts are paying off, as 
evidenced by the fact that the F&A PG gained 50 more 
followers last month alone.

In addition to the individuals listed above, we receive 
tremendous support from many other volunteers, including 
lead coordinators and chairs and members of the various 
committees that provide email alerts. We could not do 
what we do without these individuals contributing their 
time and talents.

Every year when you fill out your renewal notice, you and 
every other member of the PG asks, “Is it really worth-
while to join the Fraud and Abuse Practice Group?” We 
are honored that you decided in the affirmative and have 
maintained your membership. Our leadership team will 
work hard over the remainder of the term to provide 
even more value for your membership fee, and to help 
you stay up-to-date on the ongoing developments in both 
compliance and enforcement in this area. Our goal is that 
the next time you complete your renewal notice, you ask 
instead, “How could I possibly justify not joining the 
Fraud and Abuse Practice Group?” In the meantime, if you 
have any comments or suggestions to help make the PG 
even better, please don’t hesitate to stop me in the hallway 
at a conference or reach out to me at lweidenfeld@
jonesday.com.

Sincerely,

Laura

https://www.healthlawyers.org/store/Pages/Product-Details.aspx?productid=%7bB2DFD6D8-DE6B-E311-95D8-00505692001D%7d
mailto:lweidenfeld%40jonesday.com?subject=
mailto:lweidenfeld%40jonesday.com?subject=
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Spilling the Beans: When a False Claims 
Act Defendant’s Actions Trigger the 
FCA’s Public Disclosure Bar
Scott R. Grubman*
Chilivis Cochran Larkins & Bever LLP 
Atlanta, GA

Introduction

On December 29, 2009, Robert Cunningham—a compli-
ance officer for Calloway Laboratories—filed a False 
Claims Act (FCA) qui tam complaint in a Massa-

chusetts federal district court against competing company 
Millennium Laboratories, alleging irregular billing practices.1 
Five days before Cunningham filed his FCA suit, Millen-
nium sued Calloway in California Superior Court, alleging 
state-law claims for defamation and intentional interference 
with contractual relations.2 In its Superior Court complaint, 
Millennium attached emails from Calloway employees 
to third parties suggesting fraudulent activity in Millen-
nium’s billing practices.3 Based on this, Millennium moved 
to dismiss Cunningham’s FCA suit, citing the FCA’s public 
disclosure bar.4 The Massachusetts district court agreed with 
Millennium and dismissed the FCA complaint.5

On appeal, the First Circuit made clear that a defendant’s 
own actions can trigger the FCA’s public disclosure bar:

While we share Relator’s concerns that a person 
or entity committing a fraud against the govern-
ment could theoretically shield itself from a qui 
tam action through preemptively filing its own 
action, thus creating a sanitized public disclosure 
while barring future whistleblower action, the 
Supreme Court has made clear that self-disclo-
sure can bar such suit under the FCA, and it has 
further characterized concerns about insulation 
from FCA liability as unwarranted in most cases.6

The First Circuit went on to hold that the public disclosure 
bar precluded some of Cunningham’s allegations, but that 
other allegations were not disclosed in the previous suit and, 
therefore, not barred.7

In two cases from 2010 and 2011, the U.S. Supreme Court 
confirmed this proposition, treating as a foregone conclusion 
that a defendant’s actions can trigger the public disclosure bar.8

The FCA’s Public Disclosure Bar
The FCA’s public disclosure bar provides:

The court shall dismiss an action or claim under 
this section, unless opposed by the Government, 
if substantially the same allegations or trans-

actions as alleged in the action or claim were 
publicly disclosed—

1. �in a Federal criminal, civil or administrative 
hearing in which the Government or its agent 
is a party;

2. �in a congressional, Government Accountability 
Office, or other Federal report, hearing, audit 
or investigation; or

3. �from the news media,

unless the action is brought by the Attorney 
General or the person bringing the action is the 
original source of the information.9

A relator is the “original source” of the information—and, 
therefore, is not prohibited from bringing suit—if the person 
either voluntarily disclosed the information to the govern-
ment prior to the public disclosure or has knowledge that “is 
independent of and materially adds to” the publicly disclosed 
information, provided that person voluntarily provided the 
information to the government prior to filing.10 

When a Defendant’s Conduct Triggers the Public Disclosure Bar
As the following examples illustrate, a defendant’s actions 
can trigger the public disclosure bar if the statutory require-
ments are met.11

Court Proceedings

The public disclosure bar provides that a qui tam action 
should be dismissed “if substantially the same allegations or 
transactions as alleged in the action or claim were publicly 
disclosed . . . in a Federal criminal, civil or administrative 
hearing in which the Government or its agent is a party.”12 
Numerous courts have held that a prior public disclosure 
may occur through any public document available on the 
docket in a civil case, including a civil complaint,13 as well 
as information disclosed in discovery as long as there is no 
court order limiting its use.14

The court in Millennium applied this provision. Importantly, 
the pre-2010 public disclosure bar applied in Millennium 
was broader than the current version in that the pre-2010 
bar applied to public disclosures made in “a criminal, civil, 
or administrative hearing.”15 Under the current version of 
the public disclosure bar, the factual scenario present in 
Millennium would not qualify for a prior public disclosure 
for two reasons: first, the litigation between Millennium and 
Calloway was in state, and not federal, court; and second, 
neither the government nor its agent was a party to that 
litigation.16 However, even post-amendment, where a defen-
dant made a prior disclosure in a federal court pleading in 
a case in which the government or its agent was a party (for 
example, a prior FCA case, Medicare appeal, or bankruptcy 
proceeding), the public disclosure bar could be triggered.
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Responses to FOIA Requests 

The public disclosure bar also covers allegations or transac-
tions publicly disclosed in a “Federal report.”17 In Schindler 
Elevator Corp. v. United States ex rel. Kirk, the U.S. Supreme 
Court held that responses to Freedom of Information Act 
(FOIA) requests are considered “reports” for purposes of 
the public disclosure bar.18 Although the Court in Schindler 
applied the pre-2010 bar, which simply contained the word 
“report” without the word “Federal,” nothing in the Court’s 
holding suggests that it would not apply to the current 
version.19 In fact, the Court in Schindler took an extremely 
broad view of the word “report” as used in the public disclo-
sure bar; adopting Webster’s Dictionary’s definition: “some-
thing that gives information.”20

Although the Court in Schindler dismissed concerns that a 
defendant might file an FOIA request to trigger the public 
disclosure bar, noting, among other things, that the bar 
would not apply if the suit was not “based upon” the initial 
public disclosure,21 this safeguard no longer applies. One 
of the 2010 amendment’s most significant changes is that 
the phrase “based upon” was removed from the statute, 
and the public disclosure bar now is triggered as long as 
“substantially the same allegations or transactions” alleged 

in the qui tam action were publicly disclosed.22 As the Fourth 
Circuit has noted, though the pre-amendment version of the 
bar applied only where the plaintiff “actually derived” his 
knowledge of the fraud from the public disclosure, the post-
amendment version “no longer requires actual knowledge of 
the public disclosure, but instead applies ‘if substantially the 
same allegations or transactions were publicly disclosed.’”23 
Accordingly, a response to an FOIA request—even if filed 
by a defendant—triggers the public disclosure bar if the 
response contained “substantially the same allegations or 
transactions as alleged” in the qui tam action.

Disclosures Made Through the News Media or on the Internet

The public disclosure bar also applies to allegations or 
transactions publicly disclosed through the “news media.”24 
Although the FCA does not define “news media,” the U.S. 
Supreme Court has held that “[t]he ‘news media’ referenced 
in [the public disclosure bar] plainly have a broa[d] sweep.”25 
Lower courts uniformly have held that “news media” include 
“readily accessible websites,”26 including Wikipedia27 and, 
importantly, a defendant’s own publicly available website.28 
If an FCA defendant made a disclosure through the news 
media or on the internet, including on its own website, a 
subsequently filed qui tam action with substantially the same 
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allegations or transactions likely would be dismissed under 
the public disclosure bar unless the relator qualified as an 
original source. 

Self-Disclosure to Government 

The public disclosure bar applies to disclosures made in 
a “Federal . . . hearing, audit, or investigation.”29 In most 
jurisdictions, a defendant’s self-disclosure to the govern-
ment, without more, typically will not qualify as a “public 
disclosure.” The First, Ninth, Tenth, and Eleventh Circuits 
have held that private disclosures to the government alone 
will not qualify as public disclosures. For example, in Rost 
v. Pfizer, the First Circuit held that disclosures by the defen-
dant to the U.S. Department of Health and Human Services’ 
Office of Inspector General (OIG) and the U.S. Depart-
ment of Justice did not count as public disclosures for FCA 
purposes.30 The court in Rost held:

In our view, a “public disclosure” requires that 
there be some act of disclosure to the public 
outside of the government. The mere fact that 
the disclosures are contained in government 
files someplace, or even that the government is 
conducting an investigation behind the scenes, 
does not itself constitute public disclosure.31

The court in Rost cited the history of the public disclo-
sure bar in support of its holding. Specifically, the court 
noted that, prior to the 1986 FCA amendments, the statute 
provided that courts had no jurisdiction over qui tam suits 
“based on evidence or information the Government had 
when the action was brought” (the “government knowledge” 
bar).32 The court noted that Congress specifically eliminated 
the “government knowledge” bar and that permitting a 
private disclosure to the government to qualify as a public 
disclosure effectively would reinstate what Congress elimi-
nated.33 In jurisdictions that follow this majority rule, a 
defendant’s self-disclosure to the government, with nothing 
more, will not qualify as a public disclosure. 

However, the Seventh Circuit has departed from the majority 
rule and held that a disclosure to a public official with 
direct responsibilities for the allegations at issue qualifies as 
a public disclosure.34 And, a few district courts outside of 
the Seventh Circuit, including the Southern District of New 
York, appear willing to follow the Seventh Circuit’s minority 
rule.35 In these jurisdictions, if the self-disclosure at issue is 
made to the appropriate public official, including through 
OIG’s self-disclosure protocol, such disclosure might very 
well qualify as a public disclosure. 

Why Health Care Providers Should Not Use the Public Disclosure 
Bar as an Offensive Weapon
Although an FCA defendant can trigger the public disclosure 
bar under certain circumstances, creating a public disclosure 
to prevent future qui tam actions would seldom—if ever—

be advisable. Importantly, some of the conduct that could 
lead to an FCA action also could lead to criminal prosecu-
tion, including prosecution for kickbacks and certain false 
claims.36 The fact that the conduct was publicly disclosed 
would not affect the government’s ability to bring a criminal 
case. Moreover, because the public disclosure bar affects only 
qui tam actions, and not FCA actions brought directly by 
the government, creating a public disclosure would not even 
shield a potential defendant from FCA liability. 37 

And, even in the context of a qui tam action, a relator may 
bring suit notwithstanding a prior public disclosure if the 
relator qualifies as an original source.38 Finally, conduct 
giving rise to FCA liability also could give rise to civil 
monetary penalties and exclusion.39 For these reasons, as 
the U.S. Supreme Court noted in Graham County Soil and 
Water Conservation District v. United States ex rel. Wilson, 
“no rational entity would prepare a report that self-discloses 
fraud with the sole purpose of cutting of qui tam actions.”40

*Scott R. Grubman may be reached at sgrubman@cclblaw.
com or (404) 233-4171.

1	 United States ex rel. Estate of Cunningham v. Millennium Labs. of Cal., 
Inc., 713 F.3d 662, 664 (1st Cir. 2013). Some of the background facts 
cited come from the district court’s decision, which can be found at  
841 F. Supp. 2d 523 (D. Mass. 2012).

2	 Id. at 667.
3	 Id. at 664.
4	 Id.
5	 Id.
6	 Id. at 671 (emphasis added) (citing Schindler Elevator Corp. v. United 

States ex rel. Kirk, ___ U.S. __, 131 S. Ct. 1885, 1895, 179 L.E.2d 825 
(2011), and Graham Cnty. Soil & Water Conservation Dist. v. United 
States ex rel. Wilson, 559 U.S. 280 (2010)). 

7	 Id. at 671.
8	 Graham County, 559 U.S. at 300; Schindler Elevator, 131 S. Ct. at 1895.
9	 31 U.S.C. § 3730(e)(4)(A).
10	Id. § 3730(e)(4)(B). The Affordable Care Act (ACA) amended the public 

disclosure bar in several important ways. See generally United States ex 
rel. May v. Purdue Pharma L.P., 737 F.3d 908 (4th Cir. 2013) (discussing 
various changes to public disclosure bar).

11	See supra.
12	Id. § 3730(e)(4)(A)(i) (emphasis added).
13	See, e.g., Millennium Labs., 713 F.3d at 670 (citing United States ex rel. 

Poteet v. Bahler Med., Inc., 619 F.3d 104, 111 (1st Cir. 2010)); Federal 
Recovery Servs., Inc. v. United States, 72 F.3d 447, 450 (5th Cir. 1995) 
(quoting United States ex rel. Siller v. Becton Dickinson & Co., 21 F.3d 
1339, 1350 (4th Cir.), cert. denied, 513 U.S. 928 (1994)).

14	United States ex rel. Stinson, Lyons, Gerlin & Bustamanta, P.A. v. Pru-
dential Ins. Co., 944 F.2d 1149, 1157 (3d Cir. 1991). Cf. United States ex 
rel. Kreindler & Kreindler v. United Technologies Corp., 985 F.2d 1148, 
1157 (2d Cir. 1992); Wang v. FMC Corp., 975 F.2d 1412, 1416-17 (9th 
Cir. 1992).

15	31 U.S.C. § 3720(e)(4)(A) (2005).
16	See Millennium Labs., 713 F.3d at 669 n.5 (“In 2010, Congress amended 

the public disclosure provision of the FCA and explicitly narrowed the 
jurisdictional bar to disclosures in federal rather than federal and state 
cases or hearings.”).

17	31 U.S.C. § 3730(e)(4)(A)(ii).
18	131 S. Ct. at 1889.
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19	The addition of the word “Federal” by ACA does mean, however, that 
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public disclosure.

20	131 S. Ct. at 1891.
21	Id. at 1895.
22	31 U.S.C. § 3730(e)(4)(A).
23	United States ex rel. May v. Purdue Pharma L.P., 737 F.3d 908, 917 (4th 

Cir. 2013) (internal citations omitted).
24	31 U.S.C. § 3730(e)(4)(A)(iii).
25	Graham County, 559 U.S. at 288; see also Schindler Elevator, 131 S. 

Ct. at 1891 (“The other sources of public disclosure in § 3730(e)(4)(A), 
especially ‘news media,’ suggest that the public disclosure bar provides ‘a 
broa[d] sweep.’”).

26	See, e.g., United States. ex rel. Doe v. Staples, Inc., 932 F. Supp. 2d 34, 40 
(D.D.C. 2013).

27	United States ex rel. Brown v. Walt Disney World Co., 2008 WL 
2561975, at * 4 (M.D. Fla. June 24, 2008).

28	See, e.g., United States ex rel. Osheroff v. Humana, Inc., 2015 WL 
223705, at *6 (11th Cir. Jan. 16, 2015) (holding that defendant’s pub-
licly available websites qualify as “news media” for purposes of public 
disclosure bar); U.S. ex rel. Repko v. Guthrie Clinic, P.C., 2011 WL 
3875987, at *13 (M.D. Pa. Sept. 1, 2011) (same).

29	31 U.S.C. § 3730(e)(4)(A)(ii).
30	507 F.3d 720, 728-29 (1st Cir. 2007), overruled on other grounds by Al-

lison Engine v. United States ex rel. Sanders, 553 U.S. 662 (2008)).
31	Id. at 728.
32	Id. at 729.
33	Id. at 729-30. See also Kennard v. Comstock Res., Inc., 363 F.3d 1039, 

1043 (10th Cir. 2004) (holding that public disclosure requirement 
“clearly contemplates that the information be in the public domain in 
some capacity and the Government is not the equivalent of the public 
domain”); United States ex rel. Williams v. NEC Corp., 931 F.2d 1493, 
1499-1500 (11th Cir. 1991) (stating that report submitted to government 
officials was not a public disclosure under FCA); United States ex rel. 
Meyer v. Horizon Health Corp., 565 F.3d 1195, 1200-01 (9th Cir. 2009). 
See also United States ex rel. Whitten v. Community Health Sys., Inc., 
575 F. Supp. 2d 1367, 1379-80 (S.D. Ga. 2008) (holding that interviews 
and document production during government fraud investigation did not 
trigger public disclosure bar); United States ex rel. Saunders v. Unisys 
Corp., 2014 WL 1165869, at *6 (E.D. Va. Mar. 21, 2014) (holding that 
defendant’s reports to U.S. Department of Defense OIG did not trigger 
public disclosure bar).

34	United States v. Bank of Farmington, 166 F.3d 853, 861 (7th Cir. 1999), 
overruled on other grounds by Glaser v. Wound Care Consultants, Inc., 
570 F.3d 907 (7th Cir. 2009) (holding that defendant’s disclosure to 
a public official “who has managerial responsibility for claims being 
made” constitutes public disclosure).

35	In United States ex rel. Ben-Shlush v. St. Luke’s-Roosevelt Hosp., the 
district court for the Southern District of New York appears to have 
followed the Seventh Circuit’s approach from Bank of Farmington, 
although the court concluded that even under that approach, there was 
no public disclosure. 2000 WL 269895, at * 2-*3 (S.D.N.Y. Mar. 10, 
2000). Interestingly, despite the Tenth Circuit’s holding in Comstock, 
supra, the district court for the Northern District of Oklahoma appears 
to have followed the Seventh Circuit’s minority rule in United States ex 
rel. Lancaster v. Boeing Co., 778 F. Supp. 2d 1231, 1244-45 (N.D. Okla. 
2011) (holding that disclosure to U.S. Attorney’s Office by federal law 
enforcement agency constituted public disclosure).

36	See, e.g., 42 U.S.C. § 1320a-7b (Anti-Kickback Statute); 18 U.S.C. § 287 
(criminal false claims).

37	See, e.g., Graham County, 559 U.S. at 300.
38	31 U.S.C. § 3730(e)(4)(B).
39	Graham County, 559 U.S. at 300.
40	Id.
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Defending Against Self-Help Discovery: 
A Playbook
Kaitlin E. Harvie
Lisa S. Rivera 
Bass Berry & Sims PLC 
Nashville, TN

As the number of qui tam lawsuits continues to rise, 
health care companies increasingly are faced with 
situations in which an employee or contractor takes 

confidential materials from the company to pursue a lawsuit 
under the False Claims Act (FCA). The unique policy issues 
implicated by relators’ conduct in pursuing FCA cases 
can create substantial uncertainty regarding if and how a 
company may recover materials protected by a confidenti-
ality agreement or that otherwise are privileged. As a pair of 
recent cases has acknowledged, “courts have taken differing 
views” on whether confidentiality agreements are enforce-
able against relators in light of the strong public policy 
of protecting whistleblowers.1 Given the variation among 
courts in addressing a relator’s misappropriation of confi-
dential materials, health care companies should be prepared 
to respond and understand the various tools that may help 
recover these materials.

FCA Trends and Self-Help Discovery
The intersection of current enforcement trends and the rele-
vance of Protected Health Information (PHI) to FCA cases 
involving health care providers creates unique exposure for 
health care companies regarding the possibility of employees 
removing confidential information. In general, recent 
enforcement activity continues to supply ample incentive to 
potential whistleblowers by generating record volumes of 
cases brought and damages awarded to whistleblowers.2 

At the same time, courts on one side of a current circuit split 
now impose more demanding standards on FCA plaintiffs 
by interpreting Rule 9(b) as requiring allegations of specific 
false claims.3 In many cases, such as those alleging false claims 
based on unnecessary procedures, a relator would need to rely 
on PHI to develop allegations sufficient to satisfy Rule 9(b).  
As a practical matter, a potential relator, who in good faith 
pursues an FCA case against a health care company, will 
face challenges without access to PHI or other confidential 
materials. Thus, in light of recent robust qui tam activity and 
the practical challenges a relator faces in securing sufficient 
information to satisfy Rule 9(b), health care companies likely 
will face situations in which their confidential materials are 
misappropriated with increasing frequency.

Immediate Response to Learning of a Breach
A company may learn that its confidential information 
has been misappropriated through a variety of channels. 
A company may discover the breach proactively, such as 
through interviews in response to a compliance concern 
or through an audit of information systems. Frequently, 
however, a company may not learn that its confidential mate-
rials have been taken until years later when the company is 
faced with a complaint that relies on confidential informa-
tion. Regardless of how a company learns that confidential 
materials have been taken, the company must immediately 
respond in a manner that maximizes claims of confidentiality 
or privilege and ensures compliance with any legal obliga-
tion, while also remaining mindful to avoid actions that 
could be perceived as retaliatory.

Preserving Confidentiality and Privileges

When faced with the unauthorized procurement of confi-
dential materials, a company should immediately request the 
return of the confidential documents or data and memori-
alize this request. In addition, the company should consider 
whether it is appropriate to secure a confidentiality agree-
ment or, if litigation already is pending between the parties, a 
protective order. Furthermore, an audit or investigation may 
be necessary to determine whether vulnerabilities in company 
procedures or information systems contributed to the breach, 
as well as to identify the scope of information taken that may 
not be apparent from the complaint. These measures are not 
only important to head off further dissemination of confiden-
tial materials; they also will enhance a company’s protections 
against claims that it waived a privilege.4
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Notification Requirements

Health care providers also should consider whether the 
breach triggers any notification requirements. For example, 
following a breach of unsecured PHI, the Health Insurance 
Portability and Accountability Act of 1996 (HIPAA) requires 
that covered entities provide notification to certain parties, 
including affected individuals and the Secretary of the U.S. 
Department of Health and Human Services.5 Similar noti-
fication requirements apply to vendors of personal health 
records when a breach of unsecured information occurs.6 
Furthermore, health care providers also should consider any 
obligations under various state data breach laws, as almost 
every state has a notification statute providing for when noti-
fication is required for a breach involving personal identifica-
tion information.7

Avoiding Risks of Retaliation Claims

Companies also must be mindful of the way in which their 
responses to a breach by an employee may have conse-
quences under applicable anti-retaliation statutes. The FCA 
protects whistleblowers by prohibiting employers from 
taking adverse actions against employees who undertake 
“lawful acts” in furtherance of bringing a qui tam lawsuit.8 
Courts have interpreted these protections to extend to 
employees’ actions related to investigating or collecting 
information about a possible fraud.9 While an employee’s 

removal of confidential information may provide grounds 
for termination under company policies or the employment 
agreement, disciplining an employee for the removal often 
will provide the employee with grounds to state a prima 
facie case of retaliation against the employer sufficient to 
survive a motion to dismiss.10

Compelling the Return of Documents
When an individual refuses to return confidential materials, 
a company may need to seek a court order to recover the 
materials. Typically, these scenarios arise when litigation 
already has been brought against the company, such that the 
company may attempt to recover the confidential materials 
through filing a counterclaim or motion for sanctions. While 
these options tend to succeed only when a plaintiff engages 
in particularly egregious conduct to obtain the confidential 
materials, a few courts have been willing to grant motions 
requesting the return of documents even when the plaintiff’s 
conduct was less culpable.

Law Enforcement Assistance and TROs

Several options may be available to help a health care 
provider promptly recover confidential materials taken 
through self-help discovery. When confidential materials 
have been misappropriated through potentially criminal 
misconduct, a company should consider contacting law 
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enforcement to address the possible theft.11 Furthermore, 
certain circumstances may threaten immediate and irrepa-
rable injury that would warrant the award of a Temporary 
Restraining Order (TRO). 

Counterclaims

Depending on the nature of the confidential materials 
and the circumstances under which they were removed, a 
company may have a variety of counterclaims against the 
relator, such as breach of contract, conversion, or breach of 
fiduciary duty. In Glynn v. Impact Science & Technology, 
Inc., a defendant company successfully filed a counterclaim 
against an FCA relator for breach of contract alleging the 
relator retained proprietary files after his termination in 
violation of the nondisclosure provision of his employment 
agreement. The district court granted summary judgment for 
the company on the breach of contract claim and ordered 
the relator to pay almost $90,000 for costs incurred by the 
company in recovering its confidential documents.12 

An FCA defendant’s ability to recover documents through 
counterclaims, however, may be limited by the strong 
public policy in favor of protecting whistleblowers. Some 
courts have refused to allow counterclaims against relators 
who remove documents related to a potential FCA case in 
violation of a confidentiality agreement.13 Courts typically 
acknowledge, however, that counterclaims may be appro-
priate when confidential documents “[bear] no relation to 
[the] False Claims Act claim” and the counterclaims do not 
have the effect of indemnification or contribution.14 In light 
of these policy concerns, a company may be unsuccessful in 
relying on counterclaims to recover confidential materials 
taken by a relator.

Motions for Sanctions

When a relator uses particularly egregious means to obtain 
the materials, a company may be able to recover confidential 
materials in connection with sanctions issued against the 
relator. For example, in United States ex rel. Frazier v. IASIS 
Healthcare Corp., the district court ordered an FCA relator 
to return documents so that the company could adequately 
brief and the court could review IASIS’ motion for sanc-
tions based on the relator’s misappropriation of documents 
covered by the attorney-client privilege.15 Furthermore, 
some courts have recognized that the compelled return of 
documents itself may be an appropriate sanction against a 
party that wrongfully obtains documents outside the normal 
discovery process.16 A motion for sanctions will provide 
means to recover documents only in limited circumstances 
because sanctions are appropriate only when a party engages 
in particularly severe misconduct, such as in blatant violation 
of ethical duties or by removing documents from a location 
to which the party clearly was not authorized access.17

Other Motions to Compel the Return of Documents

When an employee removes PHI for the purpose of pursing a 
qui tam suit under the FCA, the employee’s conduct typically 
will not rise to a level that warrants sanctions. At least one 
court has been willing to compel the return of documents 
even when the defendant did not bring a counterclaim and 
the FCA relator’s procurement of confidential materials was 
not so egregious as to constitute sanctionable conduct.

In United States ex rel. Rector v. Bon Secours Richmond 
Health Corp., the district court ordered the return and 
deletion of documents and data containing PHI and trade 
secrets obtained by a relator from a third party who stored 
the materials after the relator’s previous employer, a former 
contractor for the defendant, abandoned the materials.18 
Initially, the confidential materials did not provide the basis 
for the relator’s claims, as the relator’s counsel received the 
materials after the original qui tam complaint was filed. The 
materials did, however, help the relator add both “informa-
tion about specific false claims” and additional defendants to 
amended complaints filed by the relator after the government 
declined intervention. Based on the nature of the information 
in the amended complaints, the defendant ultimately identi-
fied the source of the information and moved the court to 
order the return and deletion of the confidential materials.19

The court determined that the relator’s actions in obtaining 
the documents “constitute[d] an unfair litigation tactic and 
a type of self-help discovery.” The court acknowledged, 
however, that the relator’s actions were “dissimilar in some 
ways [from] the self-help discovery” in certain cases in 
which a plaintiff’s misconduct resulted in damages based on 
a counterclaim or sanctions against the plaintiff. Neverthe-
less, the court determined that the defendant “was likely to 
be prejudiced by [the relator’s] self-help discovery because 
[the relator] possesses an indiscriminate amount of data 
and documents that may contain information not reachable 
through the discovery process” due to applicable privileges.20 
To remedy this prejudice, the court ordered the return of all 
documents to the defendant.21 The court declined, however, 
to go so far as to impose sanctions on the relator.22 

The Bon Secours decision rests on several principles that 
appear to be emerging from self-help discovery decisions in 
non-FCA contexts when a plaintiff’s conduct does not provide 
grounds for a counterclaim or sanctions. First, sanctions are 
not warranted when the plaintiff has not engaged in wrongful 
conduct. For example, a plaintiff may have obtained mate-
rials from a third party, as in Bon Secours,23 or a company’s 
policy may not have clearly established the ownership of 
the materials.24 Nevertheless, these courts have recognized 
that the prejudice to defendants—and potentially, third 
parties—requires some form of relief. Courts that provided 
relief in these circumstances did so in a manner “analog[ous] 
to [the relief afforded to] inadvertent disclosure of privileged 



10

Fraud & Abuse

material” by ordering the return of original materials and 
precluding the use of information that would not have been 
discoverable or limiting its use to the current case.25

Conclusion
While courts have reached varying results on how a party 
may compel the return of confidential materials taken by a 
relator, health care providers should consider several prac-
tical principles in addressing the misappropriation of confi-
dential information:

•	 Review company policies and procedures pertaining 
to confidential information to ensure expectations and 
restrictions are clearly communicated to employees and 
ownership over documents is clearly asserted. Clear 
protocols regarding who has access to what information 
will help prevent unauthorized access to the materials 
in the first place, as well as create a bright line of acces-
sibility that will assist a company in establishing that the 
breach was unauthorized if litigation becomes necessary 
to recover the materials;

•	 Upon learning that confidential materials have been taken, 
immediately request the return of documents and memori-
alize the request;

•	 If the misappropriation of confidential materials is poten-
tially criminal, consider notifying law enforcement;

•	 Consider whether a confidentiality agreement or protec-
tive order is necessary;

•	 Consider whether the breach triggers any notification 
requirements; 

•	 When a current employee takes confidential materials 
in violation of company policies or a confidentiality 
agreement, ensure that the company’s response to the 
employee minimizes the risk of implicating anti-retalia-
tion statutes; and 

•	 Determine whether legal action is necessary to recover 
the documents, and if so, what litigation mechanisms are 
most appropriate, including counterclaims, motions for 
TROs, sanctions, or other motions to compel the docu-
ments’ return.
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Imagine: a group of doctors, white-coated and serious-
looking, sit around the moonlit fire during a scout-style 
campout. They take turns holding the flashlight under 

their faces and telling spooky stories, but these are not ghost 
stores—no, they are much more bone-chilling. “I opened the 
envelope, and it was an audit letter.” “The agent walked in 
and pulled out his badge and said we were under investiga-
tion.” “She said she was going to blow the whistle.” One 
doctor pulls his sleeping bag over his head. Another stifles a 
whimper. Health care fraud enforcement is scary stuff.

The scene of terrified doctors around a campfire is more than 
a little far-fetched, but the idea that a regulatory compliance 
issue can be disastrous is not a joke. Perceived kickbacks? 
That will be treble damages and a corporate integrity agree-
ment, thank you. Did not sign your personal services agree-
ment? No reimbursement for you, and you are excluded 
from Medicare. Careless billers upcoding? You shall be 
tarred and feathered.

The provider community knows well what traditionally 
has called down the wrath of the government, but in the 
collective discussion about compliance, one program has 
been underrepresented: the Electronic Health Record (EHR) 
Incentive Program, commonly known as Meaningful Use 
(MU), which is mandatory for all Medicare-certified eligible 
providers beginning in 2015. 

The Meaning(ful Use) of Life
MU may be a recent arrival to the party, but its dance card 
already is darn near full. More than 514,000 individual 
providers and hospitals are actively registered in the program, 
which encourages providers to incorporate the use of tech-
nology into their practices by doling out incentive payments 
for “meaningful use” of health information technology and 
docking reimbursement rates for Medicare-certified eligible 
providers who do not meaningfully use technology.1 The 
Centers for Medicare & Medicaid Services (CMS) made 
the first incentive payments to providers in 2011, and, as 
of November 2014, providers had received more than $25 
billion in incentive payments in the aggregate.2

MU requires providers to utilize Certified Electronic Health 
Record Technology (CEHRT) to meet technology-related 
objectives, such as recording patient demographics in an 
EHR and using computerized order entry for medication 
orders. The program is being rolled out in three stages, with 
each stage building on the last. Stages 1 and 2 have been 
implemented, and Stage 3 will begin in 2017. 

There are two MU tracks: one for Medicare-certified 
providers and one for Medicaid-certified providers. Providers 
who are both Medicare- and Medicaid-certified must choose 
one of the tracks, but they can switch tracks one time. Under 
the Medicare program, incentive payments began in 2011, 
and the final payments will be made in 2016.3 Beginning 
in 2015 and for every year thereafter (even beyond 2016), 
providers who are eligible to participate in the Medicare 
program, but do not successfully demonstrate the appropriate 
stage of MU, will be subject to downward Medicare payment 
adjustments by CMS starting at 1% and growing to 5%. The 
Medicaid program, which every state has implemented, also 
began making incentive payments to providers in 2011, but 
payments continue through 2021. Providers who are eligible 
for only the Medicaid EHR Incentive Program will not be 
subject to downward payment adjustments.

The Arsenal: Health Care’s Big Guns
So the government is forking over billions of dollars, 
providers are jockeying to obtain backlogged CEHRT, and 
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practices are trying to completely overhaul their day-to-day 
operations. What could go wrong? Well, a lot. This section 
does not provide an exhaustive list of the potential regula-
tory pitfalls for MU participants, but it does review how 
participants could find themselves crossways with the big 
players in health care law: the False Claims Act (FCA), 
the federal Anti-Kickback Statute, and the Physician Self-
Referral Law (Stark Law). This section also briefly discusses 
other regulatory concerns, including general fraud liability 
and state fraud and abuse laws.

True or False . . . Claims: The False Claims Act

The FCA prohibits “knowingly presenting (or causing to be 
presented) a false or fraudulent claim for payment to the 
federal government.”4 Unlike participating in Medicare or 
Medicaid, MU does not involve billing the government—so 
where, exactly, does MU intersect with the FCA?

First, attestations. An MU attestation is not a Medicare reim-
bursement claim, but a “claim for payment to the federal 
government,” nonetheless. Providers submit attestations each 
year to demonstrate that they are entitled to receive EHR 
incentive payments (and, starting this year, to avoid reim-
bursement reductions). The attestation must state that the 
participant successfully completed all required measures; if 
the participant falls short in even one area, tough luck. The 
participant cannot receive even a partial incentive payment. 

So, if a provider does not qualify for an incentive payment, 
but the attestation says that the provider does qualify, the 
attestation arguably is a false claim. In fact, CMS stated that 
it believes MU attestations are subject to the FCA.5 And, even 
though we are talking about health care fraud, a false claim 
does not have to be submitted with any intent to defraud to 
violate the FCA.6 In fact, the submitter of the claim does not 
even need to have actual knowledge that the claim is false—
deliberate ignorance, or even reckless disregard, of the claim’s 
truth or falsity is sufficient to constitute “knowingly.”7

Second, overpayments. Thanks to the Fraud Enforcement 
and Recovery Act of 2009, failure to return an overpayment 
from the government is a specific example of a “reverse false 
claim.” This means if a participant attests to MU and receives 
an incentive payment (or does not receive a reimbursement 
reduction), and subsequently realizes that it actually did not 
meet all of the program’s criteria and thus was not entitled 
to the incentive payment (or should have received a reim-
bursement reduction), the participant arguably will be guilty 
of a reverse false claim if the participant does not return the 
payment (or excess reimbursement). And remember that 
mushy definition of “knowingly”? It applies here, too. So, if 
the participant realizes that it made a mistake in calculating 
patient encounters, for example, the participant cannot 
avoid reverse false claims liability by simply not recalcu-
lating whether it satisfied the relevant measures. We call that 
“deliberate ignorance,” and CMS will not be impressed with 
your creative problem solving. 

Third, coding. CMS repeatedly has expressed its concern 
that EHR use may result in health care fraud in the form of 
improper billing.8 A letter from former U.S. Department of 
Health and Human Services (HHS) Secretary Kathleen Sebe-
lius and Attorney General Eric Holder to leading industry 
organizations specifically raised concern about the “cloning” 
of patient records (copying and pasting from one record into 
another), upcoding as a result of using EHR systems, and 
the accurate billing of evaluation and management services.9 

The letter stated that the government would conduct billing 
audits “to identify and prevent improperly billing.”10 Based 
on the government’s clear concern, providers should exercise 
caution when using EHR records as a basis for reimburse-
ment claims to federal health care programs.

Now Accepting (CEHRT) Donations: Anti-Kickback and Stark 

When you picture fraudsters luring doctors into improper 
referral relationships, you might think of lucrative speaking 
engagements in the Caribbean, lavish housing allowances, or 
inexplicable “bonus” payments, but do not forget a glittering 
new EHR system, tricked out with all the bells and whistles, in 
all its interoperable glory. It is enough to make a grown man 
misty-eyed with wonder—and, in some cases, it is enough to 
make doctors refer their patients straight to the gift-giver.

The reality is, CEHRT is expensive. And, in many cases, it is 
hard to come by. Vendors are backlogged due to providers, 
who are facing reporting deadline pressures, snatching up 
the equipment faster than it can be released. So, if you are 
a doctor, and a hospital says, “Let me take care of that for 
you,” you might just say, “Thank you.” And then, you might 
feel warm and fuzzy toward that hospital and decide that 
hospital really is the best place for your patients to go when 
they need acute care. And suddenly, you have a two-headed-
monster Anti-Kickback and Stark problem. 

Fortunately, CMS and the HHS Office of Inspector General 
(OIG) realize that, ultimately, everyone wins when doctors 
implement CEHRT—regardless of who pays for it. To 
encourage the proliferation of this technology, CMS and 
OIG have created an Anti-Kickback safe harbor11 and a 
Stark exception12 that protect donations of “electronic health 
records items and services” through 2021, provided the 
donations meet certain criteria:

•	 The donor cannot be a lab company;

•	 The software must be interoperable at the time the soft-
ware is provided to the recipient;

•	 The donor cannot limit or restrict the use, compatibility, 
or interoperability of the items or services with other EHR 
systems;

•	 The recipient must pay 15% of the donor’s cost for the 
donated items and services;

•	 The recipient cannot make the CEHRT donation a condi-
tion of doing business with the donor;
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•	 Neither eligibility for the donation or the CEHRT’s 
nature can be determined in a way that directly takes 
into account the volume or value of referrals or business 
generated between the parties, but the determination can 
be based on any other reasonable and verifiable basis, 
including:

−− The total number of prescriptions written by the 
recipient (but not the volume or value of prescriptions 
dispensed or paid by the donor or billed to the govern-
ment);

−− The size of the recipient’s medical practice;

−− The total number of hours that the recipient practices 
medicine;

−− The recipient’s overall use of automated technology in 
the recipient’s medical practice;

−− Whether the recipient is a member of the donor’s 
medical staff; or

−− The level of uncompensated care the recipient provides; 

•	 The arrangement must be set out in a written agreement 
covering all of the EHR items and services to be provided 
that is signed by the parties and that specifies the items 
and services being provided, the donor’s cost, and the 
amount of the recipient’s contribution;

•	 As far as the donor knows, the recipient cannot already 
have the items or services being provided;

•	 The donor cannot restrict the recipient’s right or ability to 
use the items or services donated for any patient, without 
regard to payer status;

•	 The items and services donated cannot include staffing the 
recipient’s office and cannot be used primarily to conduct 
personal business or business unrelated to the recipient’s 
clinical practice or operations;

•	 The donor cannot shift the cost of the donated items or 
services to any federal health care program; and

•	 The arrangement cannot violate the Anti-Kickback Statute 
or any federal or state law governing billing or claims 
submission.

But Wait, There’s More: Fraud Liability and State Laws

In addition to noting the caution lights flashing around the 
FCA, Anti-Kickback Statute, and Stark Law, MU participants 
should be aware of a smattering of other potential regulatory 
hazards.

For example, OIG has pursued criminal liability on a general 
fraud theory against an individual for submitting a false 
MU attestation. Joe White, the chief financial officer who 
oversaw EHR implementation for Shelby Regional Medical 
Center in Texas, falsely attested in 2012—using a username 
created for another individual and the individual’s Social 
Security Number, without her knowledge—that the hospital 
satisfied the MU requirements.13 Based on that attesta-
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tion, the hospital received more than $785,000 in incentive 
payments in 2013.14 A federal grand jury indicted White and 
charged him with making fraudulent statements to CMS and 
aggravated identity theft.15 White pled guilty in November 
2014 and faced up to seven years in prison, three years of 
probation, and a $500,000 fine.16

Responding to White’s indictment, OIG Special Agent in 
Charge Mike Fields reiterated OIG’s seriousness in prose-
cuting EHR-related fraud: “As more and more federal dollars 
are made available to providers to adopt Electronic Health 
Record systems, our office is expecting to see more cases like 
this one.”17

Finally, federal health care fraud enforcement is not the 
only game in town: states have their own fraud and abuse 
(and unfair trade practices and insurance and professional 
misconduct) laws that MU participants should not (read: 
cannot) ignore. While these laws often are similar to their 
federal counterparts, they each have their own quirks, and 
MU participants should pay careful attention to how these 
laws may apply. 

What to Do (and Not Do)
Having explored MU’s potential regulatory pitfalls above 
(the bad news), the remainder of this article offers advice for 
sidestepping those pitfalls (the good news).
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1.	 Do Not Fudge an Attestation. Ever. This may sound 
obvious, but it bears repeating. Sure, missing an incen-
tive payment by one or two numbers is frustrating, but 
not as frustrating as treble damages, exclusion from 
Medicare, and jail time.

2.	 Understand What Each Measure Requires Before You 
Attest That You Have Met It. The Stage 1 and Stage 
2 MU Final Rules are nearly 500 pages combined. In 
spite of this deluge of words—or maybe because of it—
aspects of the law are confusing (Do I include inpatient 
encounters? How quickly does a patient summary of 
care have to be sent?). If you are unsure whether your 
interpretation of a particular measure is consistent 
with CMS’ intent, do not simply flip a coin, attest, and 
move forward. Seek expert counsel, and, when you do 
get comfortable with a particular interpretation, docu-
ment how you reached your conclusion. Because when 
an auditor asks why you believe you have a right to an 
incentive payment, the auditor does not want to hear, 
“The coin was heads.” 

3.	 Document and Save Everything Related to Your Attesta-
tion. Time to channel your inner hoarder. If you ever 
find yourself under investigation for a false attestation, 
your chances of a good ending are much greater if you 
saved evidence supporting your attestation. Most EHR 
systems generate very specific reports keyed to MU 
measures. Pulling out the report that you ran on the 
date of your attestation is much more compelling during 
an investigation than, “I promise Mr. Investigator, this 
attestation is true.” The FCA statute of limitations is ten 
years, so plan to keep your attestation support data for 
at least that long.18

4.	 If You Uncover a Problem, Address It. Say you receive an 
incentive payment, and later realize that you completed 
your attestation incorrectly, and you were not actually 
entitled to the payment. What are the chances you could 
just keep quiet, keep the money, and ride off into the 
sunset? Not great. Post-payment audits of EHR incentive 
payment recipients began in January 2013,19 and CMS 
has cautioned that providers have a 1 in 20 chance of 
being audited.20 It is crucial that you investigate inter-
nally to determine whether there has been an overpay-
ment and, if so, start thinking about self-disclosure. 
Self-disclosure = unpleasant. Reverse false claim = really, 
really unpleasant. You are not an ostrich; do not stick 
your head in the sand.

5.	 Do Not Assume Your EHR Partnership with Another 
Provider Falls Within the Anti-Kickback Safe Harbor 
and the Stark Exception. The list of criteria for the safe 
harbor and exception is not short; read it carefully. This 
is particularly important with respect to the Stark Law, 
which is strict liability. An arrangement may not violate 
the Anti-Kickback Statute, even if the arrangement does 

not meet the safe harbor requirements, as long as the 
purpose is not to induce referrals. But the Stark Law 
is black and white: if you step outside the bounds of 
the exception, you are breaking the law. Get out your 
checkbook.

MU presents health care providers with the opportunity to 
earn valuable incentive payments while embracing tech-
nology advances that have the potential to lower costs and 
improve patient care. But there is no such thing as a free 
lunch, and the impact of fraud and abuse laws can be severe 
for participants who are too flippant with their attestations 
and their referral relationships. Providers must be savvy to 
the risks and take deliberate actions to stay in compliance—
or risk becoming a cautionary campfire tale.
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